
 

Privacy Policy 
 
Effective: May 15, 2020 

Defiant, Inc. (“Defiant,” “the Company.” “we,” “us,” or “our”) is committed to privacy and data protection.                
This Privacy Policy applies to personal data Defiant collects from you, through our interactions with you,                
through www.defiant.com, www.wordfence.com, websites under the control of Defiant (collectively          
“Sites”), and the Wordfence services (such as the Wordfence Site Cleaning Service and the Wordfence               
Security Plugin), including all media, document, updates, and support services associated with the Site              
and the Wordfence services (collectively, the “Services”), as well as how we use and protect your                
personal data. 
 
This Privacy Policy does not apply to any third-party applications or software that integrate with our Sites                 
and Services, or any other third-party products, services or businesses (collectively, “Third Party             
Services”). Third Party Services are governed by their own privacy policies. We recommend you review               
the privacy policy governing any Third Party Services before using them. 
 
Defiant is the controller of the personal data collected through the Sites. Any questions or concerns                
regarding Defiant’s privacy and data protection practices can be directed to our Legal Department at               
privacy@defiant.com. 
 
This Privacy Policy is incorporated into and made a part of Defiant’s Terms of Use. If you have not done                    
so already, please also review the Terms of Use.  You may download a copy of this Privacy Policy here. 
 
California Residents: If you are a resident of California you may have additional rights regarding your                
personal information. Please review our California Consumer Privacy Act (“CCPA”) Notice regarding your             
rights under the CCPA. 
 
IF YOU DO NOT AGREE WITH THIS PRIVACY POLICY, YOU SHOULD NOT ACCESS OR USE THE                
SITES OR SERVICE. 
 
PERSONAL DATA WE COLLECT 
 
Defiant collects data to provide the Sites and Services you request, ease your navigation on our Sites,                 
communicate with you, and improve your experience using the Sites and Services. Some of this               
information is provided by you directly, such as when you create an account on our Sites, purchase or                  
use a free version of our Services. Some of the information is collected through your interactions with our                  
Sites and Services. We collect such data using technologies like cookies and other tracking technologies,               
error reports, and usage data collected when you interact with Defiant Sites or Services running on your                 
device. 
 
We also obtain data from third parties or use third parties to assist us with data collection. For example,                   
we utilize third-party services to collect usage data. We also use services from other companies to help                 
us determine a location based on your IP address notably to customize certain services to your location.  
 
The data we collect depends on the Sites, Services and features thereof that you use, and includes the                  
following: 
 
Name and contact data. We collect your first and last name, email address, postal code, and other                 
similar contact data.  
 
Credentials. We process passwords and related security information used for authentication and account             
access and information security purposes. 

https://www.wordfence.com/terms-of-use/
https://www.wordfence.com/ccpa-privacy-notice/


 

 
Payment data. We collect data necessary to process your payment if you make purchases, such as your                 
payment instrument number (such as a credit card number) (“Payment Information”). 
 
Job application data. We collect information regarding your employment history, resume, references,            
education, and other information to help us evaluate you for employment with Defiant. We use a third                 
party service provider (currently Workable) to assist in securely processing this information. You may find               
out more about how Workable stores and uses your information by accessing the Workable Privacy               
Policy. 
 
Usage data. We collect personalized information about your use of our Sites and Services, to better                
understand uses thereof and identify potential improvements, as well as to send you promotional              
communications or offers tailored to your use of our Sites and Services and interest thereto.  
 
Examples include: 
 

● Service information based on your use of our Sites and Services running on your device. This                
includes the types and frequency of security events, and the frequency and duration of use.               
Information on the web pages you visit on and off our Sites and the search terms you enter on                   
our Sites. 

● Information regarding the performance of our Sites and Services and any problems you may              
experience while using them. This information enables us to diagnose problems and offer support              
in resolution. 

● Data about your device and the network you use to connect to or run our Sites and Services,                  
including IP address, device identifiers, and regional and language settings. 

 
Web requests. For our Software as a Service based Services, we collect information regarding every               
web request sent to the relevant servers. This information is used to provide support, as well as to assess                   
usage and performance of our Services. The data collected for each request can include such things as                 
timestamps, any exception messages, user agent, IP address, email address, request time and duration,              
as well as files names.  
 
Location data. We collect your IP address and infer location such as city or postcode therefrom, when                 
necessary in order to provide you with the Sites and Services or to send you promotional communications                 
or for customer relationship management purposes. 
 
Content. We may collect the content of messages you send to us, such as feedback or questions you                  
ask our technical support representatives, when necessary to provide you with the Sites and Services you                
use. We will collect and utilize any data files you send to us for troubleshooting and improving the                  
Services. When you contact us, phone conversations or chat sessions with our representatives may be               
monitored and recorded in order to improve our services, facilitate the processing and resolution of your                
request or complaint.  
 
User Content. The Service may allow you to post or submit comments or other information, such as in                  
response to our blog content (www.wordfence.com/blog) (“User Content”). We may use User Content to              
improve the Service. 
 
Surveys and Studies. We may ask you to participate in a survey or study; and may request information                  
from you. Participation is voluntary, and you have the choice of whether to disclose any requested                
information. 
 
HOW WE USE PERSONAL DATA 
 



 

We will only use your personal data when the law allows us to. Most commonly, we will use your personal                    
data for the following lawful purposes: 
 

● Where we need to perform the contract we are about to enter into or have entered into with you                   
(“performance of a contract”). 

● Where we receive your consent (“consent”). 
● Where it is necessary for our legitimate interests (or those of a third party) and your interests and                  

fundamental rights do not override those interests (“legitimate business interest”). 
● Where we need to comply with a legal or regulatory obligation (“legal obligation”). 

 
We will only use your personal data for the purposes for which we collected it, unless we reasonably                  
consider that we need to use it for another reason and that reason is compatible with the original purpose.                   
If we need to use your personal data for an unrelated purpose, we will notify you and we will explain the                     
legal basis which allows us to do so. 
  
Please note that we may process your personal data without your knowledge or consent, in compliance                
with the above rules, where this is required or permitted by law. 
 
Defiant uses information that we collect from customers and visitors for the purposes of: 
 

● providing the Services (performance of a contract); 
● providing ongoing support (performance of a contract); 
● evaluating you for a job (legitimate business interest); 
● communicating with you, including promotional communications and customer relationship         

management (“CRM”) (legitimate business interest); 
● providing information about other Sites and Services (legitimate business interest); 
● helping us run our company, for example to improve the Services or our security, train staff or                 

perform marketing activities, including CRM (legitimate business interest); 
● complying with our legal obligations (legal obligation); and 
● accounting and other administrative purposes (legitimate business interest). 

 
Examples of the uses of information include: 
 
Providing Sites and Services. We use data to carry out your transactions with us and to provide Sites                  
and Services to you. Often, this includes personal data such as email, name and address. 
 

● Customer support. We use data to diagnose and address problems and provide other customer              
and support services. 

● Service activation. We use data username, password, subscription license key to activate            
software that require activation. 

● Software Updates. Unless you have disabled the functionality of our software update manager,             
our software products periodically communicate with our servers to perform functions such as             
checking for updates. 

● Site Cleaning Service. If you purchase our Site Cleaning Service we may download portions of               
your site to secure servers in order to analyze and clean the site. As part of the Site Cleaning                   
Service we also require: access to your database, access to your site control panel, and server                
credentials to log into your site. The server credentials are transmitted via an encrypted page and                
stored using PGP encryption. We may also retain a backup of portions of your site for a limited                  
amount of time after the cleaning for quality assurance purposes. 

 
Improving Sites and Services. We use data to continually improve the Services, including adding new               
features or capabilities. Data is collected throughout your interactions with the Services that enable us to                
understand customer usage and tailor future capabilities. 
 



 

We track general, non-personalized information (e.g., operating system, browser version and type of             
device being used) to know how many people visit specific pages of our Sites or utilize specific areas of                   
the Services so that we may improve those Sites and Services. We may use your IP address to                  
customize services to your location, such as the language displayed on our Sites. 
 
Please note that we use IP addresses on a highly restrictive basis to analyze trends, to administer the                  
site, and to collect general information for aggregate use.  
 
Service Communications. We use data we collect to deliver and personalize our communications with              
you. For example, we may contact you by email or other means to notify you of changes in information                   
and updates to the Services or to our Privacy Policy.  
 
Marketing and event communication: We use personal data to deliver marketing and event             
communications to you across various platforms, such as email, direct mail, social media, and online via                
our Sites. Third parties may also market to you on our behalf based on your use of their third-party                   
services.  
 
If we send you a marketing email, it will include instructions on how to opt out of receiving these emails in                     
the future. We also maintain email preference centers for you to manage your information and marketing                
preferences. For information about managing email subscriptions and promotional communications,          
please visit the Your Rights Regarding Personal Data section of this privacy statement. Please remember               
that even if you opt out of receiving marketing emails, we may still send you important Service information                  
related to your accounts and subscriptions. 
 
Processing Payments: If you make a payment to Defiant, we will ask for Payment Information and other                 
information requested for processing your payment.  
 
We use a third party payment processor, currently Authorize.Net, PayPal, and Braintree (“Payment             
Processors”) to assist in securely processing your payment information. If you pay with a credit card the                 
payment information that you provide through the Services is encrypted and transmitted directly to the               
Payment Processor. We do not store your Payment Information and do not control and are not                
responsible for the Payment Processors or their collection or use of your information. You may find out                 
more about how the Payment Processors store and use your Payment Information by accessing the               
Payment Processors privacy policy.  
 
If you choose to use PayPal to make purchases through the Sites, you will be directed to the PayPal                   
website and provide your payment information directly to PayPal. PayPal’s privacy policy applies to the               
information you provide on the PayPal website. 
 
HOW WE SHARE PERSONAL DATA 
 
It is the policy of Defiant and its subsidiaries to protect users' information both online and off-line. Access                  
to our users' information is restricted to only those employees or agents, contractors or subcontractors of                
Defiant who have valid reasons to access this information to perform any service you have requested or                 
authorized, or for any other purpose described in this Privacy Policy. The information you provide will not                 
be sold or rented to third parties. 
 
We may provide your personal data to: 
 

● Defiant-controlled affiliates and subsidiaries, located in and outside your country, including           
outside the European Union (in such case, we will use an appropriate legal framework to operate                
data transfers); 

● outsourced service providers who perform functions on our behalf, located inside or outside of the               
EU territory (in such case, we will use appropriate legal framework to operate data transfers). For                



 

example, when you provide payment data to make a purchase, we will share payment data with                
banks and other entities that process payment transactions or provide other financial services,             
and for fraud prevention and credit risk reduction; 

● our authorized agents and representatives, located inside or outside of the EU territory (in such               
case, we will use appropriate legal framework to operate data transfers), who sell products or               
provide services on our behalf, such as training service providers or product resellers; 

● anyone expressly authorized by you to receive your personal data; 
● anyone to whom we are required by law to disclose personal data, upon valid and enforceable                

request thereof. 
 
Finally, we will access, disclose and preserve personal data when we have a good faith belief that doing                  
so is necessary to: 
 

● comply with applicable law or respond to valid legal processes, including from law enforcement or               
other government agencies, upon valid and enforceable request thereof; or 

● operate and maintain the security of our Services, including to prevent or stop an attack on our                 
computer systems or networks. 

 
Please note that some of our Services may direct you to services of third parties whose privacy practices                  
differ from Defiant’s. If you provide personal data to any of those services, your data is governed by their                   
privacy statements or policies. Defiant. Inc. is not responsible for the privacy practices of these other                
Sites. Please review the privacy policies for these websites to understand how they process your               
information. 
 
We require third parties to only use your personal data for the specific purpose for which it was given to                    
us and to protect the privacy of your personal data. We will only disclose your personal data to third                   
parties who agree to keep your information confidential.  
 
HANDLING OF PERSONAL DATA 
 
Security of Personal Data 
 
Defiant is committed to protecting the security of your personal data. Depending on the circumstances,               
we may hold your information in hard copy and/or electronic form. For each medium, we use technologies                 
and procedures to protect personal data. We review our strategies and update as necessary to meet our                 
business needs, changes in technology, and regulatory requirements. 
 
These measures include, but are not limited to, technical and organizational security policies and              
procedures, security controls and employee training. 
 
You are responsible for maintaining the security of your account credentials for the Services. Defiant will                
treat access to the Sites and Services through your account credentials as authorized by you.               
Unauthorized access to password-protected or secure areas is prohibited and may lead to criminal              
prosecution. We may suspend your use of all or part of the Services without notice if we suspect or                   
detect any breach of security. If you believe that information you provided to us is no longer secure,                  
please notify us immediately using the contact information provided below. 
 
If we become aware of a breach that affects the security of your personal data, we will provide you with                    
notice as required by applicable law. To the extent permitted by applicable law, Defiant will provide any                 
such notice that Defiant must provide to you at your account’s email address. By using the Services, you                  
agree to accept notice electronically. 
 
Storage and Transfer of Personal Data 
 



 

Personal data collected by Defiant may be stored and processed in your region, in the United States or in                   
any other country where Defiant, its affiliates or contractors maintain facilities, including outside the              
European Union. We take steps to ensure that the data we collect under this Privacy Policy is processed                  
pursuant to the terms thereof and the requirements of applicable law wherever the data is located. 
 
Defiant also collaborates with third parties such as cloud hosting services and suppliers located around               
the world to serve the needs of our business, workforce, and customers. In some cases, we may need to                   
disclose or transfer your personal data within Defiant or to third parties in areas outside of your home                  
country. When we do so, we take steps to ensure that personal data is processed, secured, and                 
transferred according to applicable law. 
 
If you would like to know more about our data transfer practices, please contact our Legal Department at                  
privacy@defiant.com. 
 
Retention of Personal Data 
 
Defiant retains personal data for as long as necessary to provide the services and fulfill the transactions                 
you have requested, or for other business purposes such as complying with our legal obligations,               
resolving disputes, and enforcing our agreements. We are required by law to keep some types of                
information for certain periods of time (e.g. statute of limitations). If your personal data is no longer                 
necessary for the legal or business purposes for which it is processed, we will generally destroy or                 
anonymize that information. 
 
YOUR RIGHTS REGARDING YOUR PERSONAL DATA 
 
Defiant respects your right to access and control your personal data. You have choices about the data we                  
collect. When you are asked to provide personal data that is not necessary for the purposes of providing                  
you with our Sites and Services, you may decline. However, if you choose not to provide data that is                   
necessary to provide a Service, you may not have access to certain features Sites and Services. 
 
We aim to keep all personal data that we hold accurate, complete and up-to-date. While we will use our                   
best efforts to do so, we encourage you to tell us if you change your contact details and this can be easily                      
accomplished using the Wordfence Dashboard section of the Site. However, if you believe that the               
information we hold about you is incorrect, incomplete or out-of-date, please contact            
privacy@defiant.com. 
 
Access to personal data: In some jurisdictions, you have the right to request access to your personal                 
data. In these cases, we will comply, subject to any relevant legal requirements and exemptions, including                
identity verification procedures. Before providing data to you, we will ask for proof of identity and sufficient                 
information about your interaction with us so that we can locate any relevant data. We may also charge                  
you a fee for providing you with a copy of your data (except where this is not permissible under local law). 
 
If you are a corporate user of the Services (which means your employer is a Defiant customer of such                   
Sites and Services): please first request access to your personal data with your employer. Your employer                
will then be in touch with us with respect to your request.  
 
Correction and deletion: In some jurisdictions, you have the right to correct or amend your personal                
data if it is inaccurate or requires updating. You may also have the right to request deletion of your                   
personal data. Please note that such a request could be refused because your personal data is required                 
to provide you with the products or services you requested, e.g. to deliver a product or send an invoice to                    
your email address, or that it is required by the applicable law. 
 
Portability: If you reside within the European Union, you have the right to ask for a copy of your personal                    
data and/or ask for it to be ported to another provider of your choice. Please note that such a request                    



 

could be limited to the only personal data you provided us with or that we hold at that given time and                     
subject to any relevant legal requirements and exemptions, including identity verification procedures. 
 
If you are a corporate user of the Services (which means your employer is a Defiant customer of such                   
Sites and Services): please first request access to your personal data with your employer. Your employer                
will then be in touch with us with respect to your request.  
 
Marketing preferences: If you have provided us with your contact information, we may, subject to any                
applicable Spam Act or similar regulation, contact you via e-mail, postal mail or telephone about Defiant                
products, services and events that may be of interest to you, including our newsletter. 
 
E-mail communications you receive from Defiant will generally provide an unsubscribe link allowing you to               
opt-out of receiving future e-mail or to change your contact preferences. E-mail communications may also               
include a link to directly update and manage your marketing preferences. Please remember that even if                
you opt out of receiving marketing emails, we may still send you important Service information related to                 
your accounts and subscriptions. 
 
You can also request changes to your account by contacting Defiant at the email, postal mail, or                 
telephone number listed under the Questions and Complaints section of this Privacy Policy. 
 
California Shine the Light Law: California Civil Code Section 1798.83 permits users who are California               
residents to obtain from us once a year, free of charge, a list of third parties to whom we have disclosed                     
personal information (if any) for direct marketing purposes in the preceding calendar year. If you are a                 
California resident and you wish to make such a request, please send an e-mail with “California Privacy                 
Rights” in the subject line to privacy@defiant.com or write us at: Defiant. Inc., 800 5th Ave Ste 4100,                  
Seattle, WA 98104. 
 
COOKIES & SIMILAR TECHNOLOGIES 
 
Defiant uses cookies (small, often encrypted, text files that are stored on your computer or mobile device)                 
and similar technologies (“Cookies”) to provide the Services and help collect data. This Cookies Policy               
explains how we use Cookies to collect information about the way you use our Sites and Services, and                  
how you can control them. 
 
How We Use Cookies 
 
We use Cookies to track how you use our Sites and Services by providing usage statistics. Cookies are                  
also used to deliver Company information (including updates) and allow product authentication to you              
based upon your browsing history and previous visits to the Sites. Information supplied to us using                
cookies helps us to provide a better online experience to our visitors and users and send marketing                 
communications to them, as the case may be. Information supplied to us upon launching of the Services                 
will enable Defiant to manage your permissions, license, license type, and improve the functionality of the                
Sites or Services. 
 
While this information on its own may not constitute your “personal data”, we may combine the                
information we collect via Cookies with personal data that we have collected from you to learn more about                  
how you use our Sites and Services to improve them. 
 
Types of Cookies 
 
We use both session cookies (which expire once you close your web browser) and persistent cookies                
(which stay on your device until you delete them). To make it easier for you to understand why we need                    
them, the Cookies we use on our Sites and Services can be grouped into the following categories: 
 



 

● Strictly Necessary: These Cookies are necessary for the Sites and Services to work properly.              
They include any essential authentication and authorization cookies for the Services. 

● Functionality: These Cookies enable technical performance and allow us to “remember” the            
choices you make while browsing our Sites, including any preferences you set. They also include               
sign-in and authentication cookies and IDs that enable you to return without additional sign-in. 

● Performance/Analytical: These Cookies allow us to collect certain information about how you            
navigate the Sites or utilize the Services running on your device. They help us understand which                
areas you use and what we can do to improve them. 

● Targeting: These Cookies are used to deliver relevant information related to the Services to an               
identified machine or other device (not a named or otherwise identifiable person) which has              
previously been used to visit our Sites. Some of these types of Cookies on our Sites are operated                  
by third parties with our permission and are used to identify advertising sources that are               
effectively driving customers to our Sites. 

 
Cookies Set by Third Party Sites 
 
To enhance our content and to deliver a better online experience for our users, we sometimes embed                 
images and videos from other websites on the Sites. We currently use, and may in future use content                  
from Sites such as Facebook, LinkedIn and Twitter. You may be presented with Cookies from these                
third-party websites. Please note that we do not control these Cookies. The privacy practices of these                
third parties will be governed by the parties’ own privacy statements or policies. We are not responsible                 
for the security or privacy of any information collected by these third parties, using cookies or other                 
means. You should consult and review the relevant third-party privacy statement or policy for information               
on how these cookies are used and how you can control them. 
 
We also use Google, a third-party analytics provider, to collect information about Services usage and the                
users of the Services, including demographic and interest-level information. Google uses cookies in order              
to collect demographic and interest-level information and usage information from users that visit the              
Services, including information about the pages where users enter and exit the Services and what pages                
users view on the Services, time spent, browser, operating system, and IP address. Cookies allow               
Google to recognize a user when a user visits the Services and when the user visits other websites.                  
Google uses the information it collects from the Services and other websites to share with us and other                  
website operators’ information about users including age range, gender, geographic regions, general            
interests, and details about devices used to visit websites and purchase items. We do not link information                 
we receive from Google with any of your personally identifiable information. For more information              
regarding Google’s use of cookies, and collection and use of information, see the Google Privacy Policy                
(available at https://policies.google.com/privacy?hl=en). If you would like to opt out of Google Analytics             
tracking, please visit the Google Analytics Opt-out Browser Add-on (available at           
https://tools.google.com/dlpage/gaoptout).  
 
Social Sharing 
 
We also embed social sharing icons throughout our Sites. These sharing options are designed to enable                
users to easily share content from our Sites with their friends using a variety of different social networks. If                   
you choose to connect using a social networking or similar service, we may receive and store                
authentication information from that service to enable you to log in and other information that you may                 
choose to share when you connect with these services. These services may collect information such as                
the web pages you visited and IP addresses, and may set cookies to enable features to function properly.                  
We are not responsible for the security or privacy of any information collected by these third parties. You                  
should review the privacy statements or policies applicable to the third-party services you connect to, use,                
or access. If you do not want your personal data shared with your social media account provider or other                   
users of the social media service, please do not connect your social media account with your account for                  
the Services and do not participate in social sharing on the Services. 
 

https://tools.google.com/dlpage/gaoptout


 

Other Similar Technologies 
 
Defiant web pages may use other technologies such as web beacons to help deliver cookies on our Sites                  
and count users who have visited those Sites. We also may include web beacons in our promotional                 
email messages or newsletters to determine whether you open and act on them as well as for statistical                  
purposes. 
 
In addition to standard cookies and web beacons, our services can also use other similar technologies to                 
store and read data files on your computer. This is typically done to maintain your preferences or to                  
improve speed and performance by storing certain files locally. 
 
How to Opt-Out of Targeted Advertising 
 
You can generally opt-out of receiving personalized ads from third party advertisers and ad networks who                
are members of the Network Advertising Initiative (NAI) or who follow the Digital Advertising Alliance’s               
Self-Regulatory Principles for Online Behavioral Advertising (DAA) by visiting the opt-out pages on the              
NAI website (http://optout.networkadvertising.org) and DAA website (http://www.aboutads.info/choices/).  
 
How to Control and Delete Cookies 
 
Cookies can be controlled, blocked or restricted through your web browser settings. Information on how to                
do this can be found within the Help section of your browser. All Cookies are browser specific. Therefore,                  
if you use multiple browsers or devices to access websites, you will need to manage your cookie                 
preferences across these environments. 
 
If you are using a mobile device to access the Sites, you will need to refer to your instruction manual or                     
other help/settings resource to find out how you can control cookies on your device. 
 
Please note: If you restrict, disable or block any or all Cookies from your web browser or mobile or other                    
device, the Sites may not operate properly, and you may not have access to the Services available                 
through the Sites. Defiant shall not be liable for any impossibility to use the Sites and Services or                  
degraded functioning thereof, where such are caused by your settings and choices regarding cookies.  
 
If you have disabled one or more cookies, we may still use information collected from cookies prior to                  
your disabled preference being set, however, we will stop using the disabled cookie to collect any further                 
information. 
 
To learn more about cookies and web beacons, visit www.allaboutcookies.org. 
 
Do Not Track: Some web browsers (including Safari, Internet Explorer, Firefox and Chrome) incorporate a               
“Do Not Track” (“DNT”) or similar feature that signals to websites that a user does not want to have his or                     
her online activity and behavior tracked. If a website that responds to a particular DNT signal receives the                  
DNT signal, the browser can block that website from collecting certain information about the browser’s               
user. Not all browsers offer a DNT option and DNT signals are not yet uniform. For this reason, many                   
website operators, including Defiant, do not respond to DNT signals. 
 
CHILDREN’S PRIVACY 
 
SITES ARE NOT INTENDED FOR CHILDREN 
 
You must be at least the age of majority in your place of residence to use the Sites or Services. The Sites                      
or Services are not directed to or intended for use by minors. Consistent with the requirements of the U.S.                   
Children’s Online Privacy Protection Act, if we learn that we received any information directly from a child                 

http://www.allaboutcookies.org/


 

under age 13 without his or her parent’s verified consent, we will use that information only to inform the                   
child (or his or her parent or legal guardian) that he or she cannot use the Sites or Services. 
 
California Minors: While the Service is not intended for anyone under the age of 18, if you are a                   
California resident who is under age 18 and you are unable to remove publicly-available content that you                 
have submitted to us, you may request removal by contacting us at: privacy@defiant.com. When              
requesting removal, you must be specific about the information you want removed and provide us with                
specific information, such as the URL for each page where the information was entered, so that we can                  
find it. We are not required to remove any content or information that: (1) federal or state law requires us                    
or a third party to maintain; (2) was not posted by you; (3) is anonymized so that you cannot be identified;                     
(4) you don’t follow our instructions for removing or requesting removal; or (5) you received compensation                
or other consideration for providing the Content or information. Removal of your content or information               
from the Service does not ensure complete or comprehensive removal of that content or information from                
our systems or the systems of our service providers. We are not required to delete the content or                  
information posted by you; our obligations under California law are satisfied so long as we anonymize the                 
content or information or render it invisible to other users and the public. 
 
EU-U.S. AND SWISS-U.S. PRIVACY SHIELD FRAMEWORKS 
 
Defiant participates in the EU-U.S. and the Swiss-U.S. Privacy Shield Frameworks. Please see our              
Privacy Shield Policy for information about Defiant’s data practices regarding personal information it             
receives from European Union member countries and Switzerland pursuant to the respective Privacy             
Shield frameworks. To learn more about the Privacy Shield program generally, and to view Defiant’s               
certification, please visit https://www.privacyshield.gov/. 
 
THE GENERAL DATA PROTECTION REGULATION (“GDPR”) 
 
If you reside within the European Union you may be entitled to other rights under the GDPR. These rights                   
are summarized below. We may require you to verify your identity before we respond to your requests to                  
exercise your rights. If you are entitled to these rights, you may exercise these rights with respect to your                   
personal data that we collect and store: 
 

● the right to withdraw your consent to data processing at any time (please note that this might                 
prevent you from using certain aspects of the Portal, the Services, or the Portal or Services                
altogether); 

● the right of access your personal data;  
● the right to request a copy of your personal data; 
● the right to correct any inaccuracies in your personal data;  
● the right to erase your personal data; 
● the right to data portability, meaning to request a transfer of your personal data from us to any                  

other person or entity as chosen by you;  
● the right to request restriction of the processing of your personal data; and 
● the right to object to processing of your personal data.  

 
You may exercise these rights free of charge. These rights will be exercisable subject to limitations as                 
provided for by the GDPR. Any requests to exercise the above listed rights may be made to:                 
privacy@defiant.com. 
 
If you reside within the European Union, you have the right to lodge a complaint with a Data Protection                   
Authority about how we process your personal data at the following website:            
https://edpb.europa.eu/about-edpb/board/members_en  
 
International Transfers of Personal Data 
 



 

Whenever we transfer your personal data out of the EU, we ensure a similar degree of protection is                  
afforded to it by ensuring at least one of the following safeguards is implemented: 
 

● European Commission Standard Contractual Clauses: We may use specific contracts approved           
by the European Commission which give personal data the same protection it has in the EU. 

 
● Privacy Shield. Where we use providers based in the US, we may transfer data to them if they                  

are part of the Privacy Shield which requires them to provide similar protection to personal data                
shared between the Europe and the US. 

 
For additional information on the mechanisms used to protect your personal data, please contact us at                
privacy@defiant.com. 
 
CHANGES TO THIS PRIVACY POLICY 
 
We may update this Privacy Policy based upon evolving Laws, regulations and industry standards, or as                
we may make changes to our business including our Sites and Services. We will post changes to our                  
Privacy Policy on this page and encourage you to review our Privacy Policy when you use our Sites or                   
Services to stay informed. If we make changes that materially alter your privacy rights, Defiant will provide                 
additional notice, such as via email or through the Sites or Services. If you disagree with the changes to                   
this Privacy Policy, you should discontinue your use of the Sites and/or Services. You may also request                 
access and control of your personal data as outlined in the Your Rights Regarding Personal Data section                 
of this Privacy Policy. 
 
QUESTIONS OR COMPLAINTS HANDLING 
 
We understand that you may have questions or concerns about this Privacy Policy or our privacy                
practices or may wish to file a complaint. In such case, please contact us in one of the following ways: 
 

Email: privacy@defiant.com  
 

Mail: Defiant, Inc., Attention: Legal Department, 800 5th Ave, Ste 4100, Seattle, WA 98104 
 
If you are not satisfied with our answer or how Defiant manages your personal data, you may also have                   
the right to make a complaint to a data protection regulator. If you reside within the European Union, a list                    
of National Data Protection Authorities can be found here:         
http://ec.europa.eu/justice/data-protection/bodies/authorities/index_en.htm. 
  



 

Privacy Shield Policy 

Effective: May 14, 2020 

Defiant, Inc. (“Defiant,” “our,” “we” or “us”) complies with the EU-US Privacy Shield Framework and               
Swiss-U.S. Privacy Shield Frameworks administered by the US Department of Commerce (together            
“Privacy Shield”) regarding the collection, use and retention of EU Personal Data (as defined below). This                
means that Defiant certified that it adheres to the principles of Notice, Choice, Accountability for Onward                
Transfer, Security, Data Integrity and Purpose Limitation, Access and Recourse, Enforcement and            
Liability as defined in the Privacy Shield (“Privacy Shield Principles”). If there is any conflict between the                 
terms in this Privacy Shield Policy and the Privacy Shield Principles, the Privacy Shield Principles shall                
govern. 

For purposes of enforcing compliance with the Privacy Shield, Defiant is subject to the investigatory and                
enforcement authority of the US Federal Trade Commission. For more information about the Privacy              
Shield, see the US Department of Commerce’s Privacy Shield website located at:            
https://www.privacyshield.gov. 

1. Definitions 

In this Privacy Shield Policy: 

“Customer” means any individual or entity that purchases Services from Defiant. 

“EU Personal Data” means any information relating to a User that identifies or can be used to identify that                   
User, either separately or in combination with other readily available data that is received by Defiant in the                  
U.S. from the EEA or Switzerland in connection with the Services. 

“Sensitive Personal Data” means EU Personal Data regarding an individual’s racial or ethnic origin,              
political opinions, religious or philosophical beliefs, trade-union membership, physical or mental health, or             
sexual life. 

“Services” means a Defiant website, mobile application, and related support services. 

“Standard Contractual Clauses” means the standard data protection clauses for the transfer of EU              
Personal Data to processors established in third countries which do not ensure an adequate level of data                 
protection, as described in Article 46 of the GDPR. 

“User” means an individual authorized by a Customer to access and use the Services. 

2. Scope 

Defiant commits to comply with the Privacy Shield Principles with respect to the EU Personal Data                
received from Customers and Users in connection with the use of the Services. This Privacy Shield Policy                 
does not apply to EU Personal Data transferred under Standard Contractual Clauses or any approved               
derogation under EU data protection law. 

3. Privacy Shield Principles 



 

Defiant commits to processing EU Personal Data in accordance with the Privacy Shield Principles as               
follows:  

3.1. Notice. Defiant’ Privacy Policy (the “Privacy Policy”) notifies Customers and Users covered by this               
Privacy Shield Policy about the categories of EU Personal Data that Defiant collects and the purposes for                 
collection and use of their EU Personal Data. Defiant will only process EU Personal Data in ways that are                   
compatible with the purpose for which Defiant collected it or for purposes later authorized. 

3.2. Choice. The EU Personal Data that Defiant collects from Users depends on how the User uses the                  
Services. Please see the Privacy Policy for more information on the EU Personal Data we collect and how                  
we collect the EU Personal Data. 

All EU Personal Data is collected to for the purposes described in Section 4 of the Privacy Policy - How                    
We Use Your Personal Information. Before Defiant uses EU Personal Data for a purpose that is materially                 
different from the purpose for which Defiant collected it or that was later authorized, Defiant will provide                 
Users with the opportunity to opt out.  

Defiant shares EU Personal Data collected through the Services in accordance with Section 5 of the                
Privacy Policy - Our Information Sharing Practices.  

When Defiant collects Sensitive Personal Data, Defiant will obtain opt-in consent if Privacy Shield              
requires, including before Sensitive Personal Data is used for a different purpose than that purpose for                
which it was collected or later authorized.  

Please send requests to opt out of uses or disclosures of EU Personal Data to privacy@defiant.com 

3.3. Accountability for Onward Transfer. If Defiant transfers EU Personal Data covered by this Privacy               
Shield Policy to a third party, Defiant takes reasonable and appropriate steps to ensure that each third                 
party transferee processes EU Personal Data transferred in a manner consistent with Defiant’ obligations              
under the Privacy Shield Principles. Defiant will ensure that each transfer is consistent with any notice                
provided to Customers and Users and any consent they have given. Defiant requires a written contract                
with any third party receiving EU Personal Data that ensures that the third party (i) processes the EU                  
Personal Data for limited and specified purposes consistent with any consent provided by Customers and               
Users, (ii) provides at least the same level of protection as is required by the Privacy Shield Principles, (iii)                   
notifies Defiant if it cannot comply with Privacy Shield; and (iv) ceases processing EU Personal Data or                 
takes other reasonable and appropriate steps to remediate. 

Under certain circumstances, Defiant may be required to disclose EU Personal Data in response to valid                
requests by public authorities, including for national security or law enforcement requirements. 

Defiant remains liable under the Privacy Shield Principles if an agent processes EU Personal Data               
covered by this Privacy Shield Policy in a manner inconsistent with the Privacy Shield Principles unless                
Defiant is not responsible for the event giving rise to the damage. 

3.4. Security. Defiant takes reasonable and appropriate measures to protect EU Personal Data covered              
by this Privacy Shield Policy from loss, misuse and unauthorized access, disclosure, alteration and              
destruction. In determining these measures, Defiant takes into account the risks involved in the              
processing and the nature of the EU Personal Data. For more information regarding Defiant’ information               
security practices please see Section 8 of our Privacy Policy - Safety and Information Security Measures. 



 

3.5. Data Integrity and Purpose Limitation. Defiant takes reasonable steps to ensure that such EU               
Personal Data is reliable for its intended use, accurate, complete and current. Defiant adheres to the                
Privacy Shield Principles for as long as it retains EU Personal Data in identifiable form. Defiant takes                 
reasonable and appropriate measures to comply with the requirement under the Privacy Shield to retain               
EU Personal Data in identifiable form only for as long as it serves a purpose of processing.  

Defiant limits the collection of EU Personal Data covered by this Privacy Shield Policy to information that                 
is relevant for the purposes of processing. Defiant does not process EU Personal Data in a way that is                   
incompatible with the purpose for which it was collected or subsequently authorized by a Customer or                
User. 

3.6. Access. A User whose EU Personal Data is covered by this Privacy Shield Policy has the right to                   
access his or her EU Personal Data and to correct, amend or delete the EU Personal Data if the EU                    
Personal Data is inaccurate or processed in violation of the Privacy Shield Principles. Defiant is not                
required to grant the rights to access, correct, amend and delete EU Personal Data if the burden or                  
expense of providing access, correction, amendment or deletion is disproportionate to the risks to the               
User’s privacy or if the rights of persons other than the User are or could be violated.  

Please send requests for access, correction, amendment or deletion to privacy@defiant.com  

3.7. Recourse, Enforcement, and Liability. In compliance with the Privacy Shield Principles, Defiant             
commits to resolve complaints about your privacy and our collection or use of your EU Personal Data.                 
Please first contact Defiant with inquiries or complaints regarding this Privacy Shield Policy at              
privacy@defiant.com 

Defiant has further committed to refer unresolved privacy complaints under the Privacy Shield Principles              
to the International Centre for Dispute Resolution, an independent dispute resolution mechanism            
operated by the American Arbitration Association. If your complaint is not satisfactorily addressed, please              
visit http://go.adr.org/privacyshield.html for more information and to file a complaint. Please contact us at              
privacy@defiant.com to be directed to the relevant Data Protection Authority contacts. 

Under certain conditions detailed in the Privacy Shield, a User may be able to invoke binding arbitration                 
before the Privacy Shield Panel created by the U.S. Department of Commerce and the European               
Commission. To learn more, please see Privacy Shield Framework Annex I (Binding Arbitration) at              
https://www.privacyshield.gov/article?id=ANNEX-I-introduction. 

Defiant commits to periodically review and verify its compliance with the Privacy Shield Principles and to                
remedy any issues arising out of failure to comply with the Privacy Shield Principles. Defiant               
acknowledges that its failure to provide an annual self-certification to the U.S. Department of Commerce               
will remove it from the Department’s list of Privacy Shield participants. 

4. Changes to this Privacy Shield Policy 

Defiant may amend this Privacy Shield Policy consistent with the requirements of the Privacy Shield,               
including notice about any amendment.  

5. How to Contact Defiant 

http://go.adr.org/privacyshield.html
https://www.privacyshield.gov/article?id=ANNEX-I-introduction


 

If you have any questions about this Privacy Shield Policy or would like to request access to your EU                   
Personal Data, please contact us as follows: 

E-mail: privacy@defiant.com 
Address: Defiant, Inc., 800 5th Ave Ste 4100, Seattle, WA 98104 
 

  



 

Privacy Notice for California Residents 
 
 
Effective Date: January 1, 2020 
 
The Privacy Notice for California Residents (“Privacy Notice”) supplements the information contained in             
our Privacy Policy, and applies solely to visitors, users and others who reside in the State of California                  
(“consumers” or “you”). This Privacy Notice addresses your rights under the California Consumer             
Privacy Act of 2018 (“CCPA”); any terms defined in the CCPA have the same meaning when used in this                   
Privacy Notice. You can download a printable copy of this Privacy Notice here. 
 
INFORMATION WE COLLECT 
 
Our Services collect information that identifies, relates to, describes, references, is capable of being              
associated with, or could reasonably be linked, directly or indirectly, with a particular consumer or device                
(“personal information”). In particular, the Services collects or may have collected the following             
categories of personal information in the last twelve (12) months. We obtain the categories of personal                
information listed below as set forth in the methods described in the Information Collection section of the                 
Privacy Policy. 
 
We may collect the following categories of personal information: 
 

● Identifiers. Such as a real name, alias, postal address, unique personal identifier, online identifier, 
Internet Protocol address, email address, account name, or other similar identifiers. 

 

● Personal information categories listed in the California Customer Records statute (Cal. Civ. Code §              
1798.80(e)). Such as name, signature, physical characteristics or description, address, telephone number,            
passport number, driver’s license or state identification card number, insurance policy number,            
education, employment, employment history, bank account number, credit card number, debit card            
number, or any other financial information, medical information, or health insurance information. Some             
personal information included in this category may overlap with other categories. 

 

● Commercial information. Such as records of personal property, products or services purchased,            
obtained, or considered, or other purchasing or consuming histories or tendencies. 

 

● Internet or other similar network activity. Such as browsing history, search history, information on a               
consumer’s interaction with a website, application, or advertisement. 

 

● Geolocation data. Such as physical location. 
 

● Professional or employment-related information. Such as current or past job history or performance             
evaluations. 

 
USE OF PERSONAL INFORMATION 
 
We may use or disclose the personal information we collect for one or more of the business purposes                  
indicated in the Information Use section of our Privacy Policy.  

 



 

We will not collect additional categories of personal information or use the personal information we               
collected for materially different, unrelated, or incompatible purposes without providing you notice. 
 
SHARING PERSONAL INFORMATION 
 
We may disclose your personal information to a third party for a business purpose. When we disclose                 
personal information for a business purpose, we enter a contract that describes the purpose and requires                
the recipient to both keep that personal information confidential and not use it for any purpose except                 
performing the contract. We share your personal information with the categories of third parties listed in                
the Information Disclosure section of our Privacy Policy. 

 
In the preceding twelve (12) months, we have disclosed the following categories of personal information               
for a business purpose: 
 

● Identifiers 
● California Customer Records personal information categories 
● Commercial information 
● Internet or other similar network activity 
● Geolocation data 
● Professional or employment-related information 

 
We do not sell personal information. In the event that we do sell any personal information, we will update                   
this Privacy Policy to list the categories of consumers’ personal information sold. 
 
YOUR RIGHTS AND CHOICES 
 
The CCPA provides consumers (California residents) with specific rights regarding their personal            
information. This section describes your CCPA rights and explains how to exercise those rights. 
 
Right to Access Specific Information and Data Portability Right 
 
You have the right to request that we disclose certain information to you about our collection and use of                   
your personal information over the past twelve (12) months. Once we receive and confirm your verifiable                
consumer request, we will disclose to you: 
 

● The categories of personal information we collected about you. 
● The categories of sources for the personal information we collected about you. 
● Our business or commercial purpose for collecting or selling that personal information. 
● The categories of third parties with whom we share that personal information. 
● The specific pieces of personal information we collected about you (also called a data portability               

request). 
● If we disclosed your personal information for a business purpose, the business purpose for which               

personal information was disclosed, and the personal information categories that each category            
of recipient obtained. 

 
Right to Delete 
 
You have the right to request that we delete any of your personal information that we collected from you                   
and retained, subject to certain exceptions. Once we receive and confirm your verifiable consumer              
request, we will delete (and direct our service providers to delete) your personal information from our                
records, unless an exception applies.  
 
Exercising Your Rights 
 



 

To exercise the access, data portability, and deletion rights described above, please submit a verifiable               
consumer request to us by either: 
 

E-mailing it to us at: privacy@defiant.com 

● Mailing it to us at:  

 
Defiant Inc. 
Attn: Privacy Policy Issues 
800 5th Ave., 
Suite 4100 
Seattle, WA 98104 

 
For submissions via email please use the downloadable Verifiable Consumer Request Form. 
 
Only you, or a person registered with the California Secretary of State that you authorize to act on your                   
behalf, may make a verifiable consumer request related to your personal information. You may also make                
a verifiable consumer request on behalf of your minor child.  
 
You may only make such a request for access or data portability twice within a 12-month period. The                  
verifiable consumer request must provide sufficient information that allows us to reasonably verify you are               
the person about whom we collected personal information or an authorized representative, and describe              
your request with sufficient detail that allows us to properly understand, evaluate, and respond to it. 
 
We cannot respond to your request or provide you with personal information if we cannot verify your                 
identity or authority to make the request and confirm the personal information relates to you. Making a                 
verifiable consumer request does not require you to create an account with us. We will only use personal                  
information provided in a verifiable consumer request to verify the requestor’s identity or authority to make                
the request. 
 
We endeavor to respond to a verifiable consumer request within forty-five (45) days of its receipt. If we                  
require more time (up to 90 days), we will inform you of the reason and extension period in writing. We                    
will deliver our written response electronically. Any disclosures we provide will only cover the 12-month               
period preceding the verifiable consumer request’s receipt. The response we provide will also explain the               
reasons we cannot comply with a request, if applicable. For data portability requests, we will select a                 
format to provide your personal information that is readily useable and should allow you to transmit the                 
information from one entity to another entity without hindrance. 
 
We do not charge a fee to process or respond to your verifiable consumer request unless it is excessive,                   
repetitive, or manifestly unfounded. If we determine that the request warrants a fee, we will tell you why                  
We made that decision and provide you with a cost estimate before completing your request. 
 
Non-Discrimination 
 
We will not discriminate against you for exercising any of your CCPA rights.  
 
 

CONTACT INFORMATION 

 



 

If you have any questions or comments about this notice, the ways in which we collect and use your information                    
described in this Privacy Policy, your choices and rights regarding such use, or wish to exercise your rights under                   
California law, please do not hesitate to contact us at  

 

Email: privacy@defiant.com  

Mail: Defiant Inc. 

Attn: Privacy Policy Issues 

800 5th Ave., 

Suite 4100 

Seattle, WA 98104 

 


