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Introduction

A key component in the ecosystem used by online criminals, e-commerce sites,
colloquially known as “shops,” are geared towards providing a specific range of goods and
services frequently used by SEO spammers, scammers, identity thieves, and other
small-scale for-profit threat actors. This includes access to hacked servers, websites, and
email accounts. In this context, “small-scale” means that we have seen no evidence that
the threat actors buying and selling on these shops are closely affiliated with
nation-states or APTs, though it is true that the goods and services for sale may
occasionally be of use to more skilled attackers for watering-hole attacks, C2
infrastructure, and spear phishing.

Most of these marketplaces are not technically on the dark web, and several of them are
clearly indexed and advertise their offerings on search engines. While “pop-up” shops
selling hacked accounts on third-party services such as sellpass.io are common, this
white paper will focus specifically on standalone e-commerce sites whose core products
and services include access to infrastructure used to perform attacks on websites, as
well as access to hacked websites and accounts themselves.

The short answer to "how much is a hacked site worth?” is “not much,” though we will go
into specific price ranges in a later section.

|, Why are “Shops” Proliferating?

Shops are primarily proliferating thanks to the escrow services they provide that protect
buyer and seller. Telegram channels have become a primary commmunication nexus for
cybercriminals’, and are frequently used to buy and sell malware and leaked or hacked
data, but transactions involving illicit goods run a high risk of deception for all parties
involved.

Escrow services, where a trusted third party holds on to payment until goods are
delivered, are often necessary to facilitate transactions between actors who make a living
out of scams and theft?. However, for lower-risk verified goods packaged individually at

T “Why cybercriminals are flocking to Telegram,” intel471.com.
https://intel471.com/blog/why-cybercriminals-are-flocking-to-telegram.

2 Photon Research Team, “Escrow systems on cybercriminal forums: The Good, the Bad and the Ugly,”
digitalshadows.com.
https:/www.digitalshadows.com/blog-and-research/escrow-systems-on-cybercriminal-forums/.
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lower unit prices, such as hacked sites or email accounts, it's not quite as practical to
involve a live third party for every single transaction.

In addition to these factors, the source code of one of the most popular shops, Olux, has
been available for some time®. These factors have led to the proliferation of shops, which
act as automated escrow services.

oo TV ©

L EE0 @ 2 D@ T Of & @ontie ) amazondive ©) = QD & & % oswre @ wewebshel *

Dropbox

@DWN ESCROW SERVICE

Odin.te
BUY WHATEVER YOU WANT,BY THE WAY YOU WANT M N‘"Shggiu
npw
o é) O‘.‘ (] ‘
:;'Z“ ”E B @ python nede - ©per] Brovans B W U = ] <oap ]‘a:Gé Ub‘u‘n{u openstack m}?mze cPanel eDrUpOI'

What items do we have?

What items do we have
we are offering high quality tools like [ cPanels - Shells - RDPs - SMTPs -
FTPs - SSH - Accounts - WebMails - Social Media Services & much more ]
we have checkers for everything such as checking if the host is reported
as phishing page or Not Sending or Not Working ] We Offer SEO items [
cPanels - Shells ] Included with Seo Info like Moz - Page Authority -
Domain Authority - Smeruch - Alexa - FaceBook Likes,Reactions,Shares]

OO @O O0O0

END THE TOUR CLOSE FOR NOW

Pictured: The Odin marketplace welcome popup indicating its purpose as an Escrow service

®0. Maksuti, “Olux Shop Script” [source code], github.com.
https://qgithub.com/omermaksutii/olux.
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II.  Commonalities Across “Shops”

We investigated six different online “shops” for this white paper, though many more exist.
Each shop requires registering an account in order to view their products, though no
email verification takes place. Nearly every shop we investigated used a CAPTCHA as
well as Cloudflare, to hide the server origin, for DDOS mitigation, or both.

It is important to note that not every item for sale was the result of a compromise - in
some cases sellers appear to be reselling access to hosting accounts they created, and
some shops indicated the source of the product as “Cracked” or “Created”. “Created”
hosting or email typically includes a .tk domain, as these can be registered in bulk and are
free for the first year. “Created” products are typically less expensive than equivalent
“Cracked” products.

Funding Sources

Each shop accepts payments in cryptocurrency, though some also accept other digital
payment options such as Perfect Money. Most shops had a maximum deposit amount of
$5,000 USD in a single transaction, which may be intended to help circumvent
money-laundering regulations.

$ Omgo MHosts ¥ Send ¥ Hleads ¥ Webmail ¥  S2Accounts ¥ % Senices ¥ [@RSGUSES (73 Reports & Tickets

Select Your Payment Method

® (7) Bitcoin

> @ pertect Money

\'\_J}: | Litecoin
« To view your payments history @ Payments History 9 USDT[TRC20]

@ Etnereum (Minimum amount: $25)

©) sitcoincash

Pictured: The Omgo shop’s Payment screen, used to add funds
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Buyer and Seller Anonymity

Buyers and Sellers on all shops are anonymous and are identified by a number, for
example “seller254". Some shops also include seller metrics including total sales and

reviews.
DETAILS SALES RATING
Seller Seller254
Last Login 19/12/2022 03:17:10 am
Register Date 13/08/2020
Total Sales $ 5539.00
Total Sold ltems 1418

Average Rating 2)

Pictured: Seller Details. Note that this shop provides additional information about the seller
including their average rating.

Verification Functionality

Most shops also provide a verification functionality that tests the offered product or
service to see if it is still working, for instance, to send an email from a PHP email script
known as a leafmailer to the customer’s account to verify that it can successfully send
mail. We reviewed the headers of an email we received after testing this verification
functionality on one of the shops and determined that verification requests are being
routed through TOR in order to disguise the shop's origin IP, though the headers did reveal
the location of the mailer itself.
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Support Ticketing System

Shops typically offer a support ticketing system and a 12 to 24-hour return or
replacement warranty.

SHostsvy  ASendy  WWebmaily  Eleadsv  WAccountsY  HGifts 10 [New A MHome DOrickets 2

# New Ticket

Support Tickets

Title

Pictured: the Hades Shop support ticket system

Stock Status Display

The number and variety of products in stock varies wildly by shop, and from week to
week, indicating a great degree of turnover. For this reason each shop has a stock status
display on the dashboard indicating how many of each product it has in stock.

Available Tools !
@® Leads

@ Webmails
‘P @ cPanels

@ Shells

@ Scripts

@ Mailers

@® Rdps

@® Root SSH/WHM

@® SMTPs

@ Premium/Shop/Dating
Other

Pictured: The Stock Status Display on Olux[]so



lIl.  The "Shops” We Investigated

We investigated 6 shops in this overview, please note that this is not an exhaustive list of
the ecosystem.

Olux

The Olux shop is one of the most popular marketplaces of the past few years, and forks
of its laravel source code appear to power each of the other shops mentioned in this
white paper. While the Olux shop source code was “leaked” by another threat actor in late
2021, we were also able to find older versions of it online, indicating that it has been
publicly available for some time. Unlike the other shops we surveyed, the “test”
functionality on the Olux shop appears to use encryption rather than simply passing in the
ID of the product being offered, indicating ongoing development.

At the time of publication, Olux was stocked with thousands of mailer accounts,
webshells, and cPanel accounts. The Olux shop uses a number of domain names for
redundancy in case any one domain is suspended. Additionally, as this was the only shop
we investigated that was not protected by Cloudflare, we were able to find several
additional shops with different branding hosted on the same server, including spyxe[.Jto
and xleet[ Jws, though we did not investigate these in depth.

Of particular note is the fact that the Olux shop has started offering Credit Card
information (referred to as “fullz”) as well as Bank Accounts for sale, which may attract
additional attention from law enforcement. None of the other shops we investigated offer
fullz at this time.

$OluxShop BHostsv  Send Bleadsw  @Others~

Hello | Y

If You Have Any Question Problem, Suggestion Or Request Please Feel Free To =01 0]
1f You Want To Report An Order , Just Go To My Qrders % Then Click On
Your Last Login Time Is 2022-11-10 20:01:26

Our Domains are Olux.cz || Oluxso || Oluxws - Please Save them!

O News

Ramadan Mubarak
2022/04/0109:04:14 PM

We had a host error , all fixed now

2022/03/1907:03:51PM

Free Bonus every time your deposit starts from $50 you will take a 10% bonus.
2022/03/05 04:03:07 PM

‘We had an error where some of our servers went down for few days, all fixed now
2022/01/3103:01:1AM

Happy buying and thank you for being part of Olux Shop, For anything feel free to open ticket and contact.

2022/01/2912:01:28 AM

Pictured: The Olux Dashboard

Our Support team is here !

~
¥
i

Interested in becoming a seller at Olux ?

s
8

Learn m

Interested in become a Seo Buyer 2

See Features

Available Payment Methods
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OxXux

A number of similar-sounding domains capitalizing on the Olux brand, such as “Oxux”,
also appear to be hosting functional shops, though these typically lack many of the
features of the official Olux shop. The Oxux shop was the first shop we encountered in
this investigation and appears to be actively in use. At the time of publication, it was
stocked with several hundred RDP accounts, more than any other shop. While we only
investigated this particular Olux knockoff, a number of other knockoff, fake, or abandoned
Olux-adjacent shops appear to exist, many in various states of disrepair.

$OxuxZ EHostsy Sendsw [Bleadsw  iSiAccountsy  § Othersw $0] GTickets~ & MyAccount~

Hello @ Roes

You have any Question Problem,Suggestion or Request Please feel free to [EZTZEI] : e

You want to Report an order, just go to My Orders W then click on button @ SHTPs\Webmail

You want to Deposit into your Account, CLick on Add Balance : T

Video About How to use Market, CLick on Video o AR

pis
@ Methods & Others

Join Telegram, CLick on Join Now
Terms of Service

Need Help ? Our Support teamis here !

i

Join telegram https://t.me/+R1BHXBEjw\VJiODUO Available Payment Methods

Men, Jan 20,2020 §:22 AM @ I

Please Save Your Orders in your computer
Mon, Jan 20,2020 8:21 AM

Please Save market links

Sat,Dec7,2019 2:59 AM

Pictured: The Oxux Dashboard
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Hades Shop

The Hades Shop was one of the more full-featured shops we investigated, including
features such as SEO and alexa rank checking for cPanel offerings, and even going as far
as to offer promotional giveaway items on depositing funds. Its primary offering at the
time of publication was a few thousand email leads and combo lists. Like the Olux shop,
the Hades Shop uses a number of domain names for redundancy.

EHostsv  ASendv  BWebmailvy  IEleadsy  WrAccountsY  EEGifts 10 [ew A #iome QOrTces @ L

Suggestion

Our Domains are hadesmarket.to || hadeshop.in || hadeshop.cc || hadeshop.top- Please Save them! M . ¢ @ B 0 e B =
D News & Announces

+ BAD Tools Removed Find us on soclal media ?
re removed periodically ! Telegram

Facebook ]
* XMR&ETH

erested in becoming a seller at Hades Shop ?

Leammore

+ Stock Updated !!

All bad tools are regularly removed. Enjoy !

Pictured: The Hades shop dashboard



Omgo

The Omgo shop is also one of the more full-featured shops, and provides prospective
buyers the full domain name as well as SEO information about cPanels for sale. It was
one of the most fully-stocked shops we visited, offering tens of thousands of individual
hacked webmail accounts and several thousand cPanel accounts, shells, and leafmailers.
Like the other shops, Omgo uses multiple domains for redundancy.

Webmail ¥  S2Accounts ¥ < Senices

Reports & Tickets

If you have any Question Problem, Suggestion or Request Please feel fize to [ Opan Ticket

if you want to repart an order, just go to| W My Order

on Report #D button

Our Domains are omgo.io | omgo.pro | omgo.pw Please Save them! o i

w News

w New section for social media accounts

We add new section for social media accounts [Facebook - Tiklok - Instagram ... etc] you can find it in: Accoy

2022-09-26 18:15:09

w (I} Gitt

\in $5 bonus for every §50 deposit payment added in your balance
20220409 15:32:31

o Welcome To Omgo

Omgo is platiorm for buyers search for fresh tools and sellers who need to sell their tools.

2022-03-17 23:08:30

Pictured: The Omgo shop dashboard

11

unts >> Social Media.

Welcome back, poormeowmeow Our Support team is here |
T Balance: [ Add Funds
W Orders' [ [ Sho
= Tikets [ [ Show
El Reports: [ [s

Available Payment Methods:

00©@400
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Odin

The Odin shop seems to be one of the most actively developed shops we investigated

and is promoting itself heavily. It had the largest stock of cPanels for sale, more than

10,000 at the time of writing, and actively advertises that its webshells are intended for

black-hat SEO.

g Odin  =iHests + b Send + % leads ~ & Business + 2t Accounts * @ Requests = & Bulk Offers ag- Ticket [~

o O
MAILERS GOOGLE
1% ADS
BALANCE e ORDERS 0 TICKETS REPORTS
0 0 0 0
[Add Funds] [ Show | [ Show | [ Show |
&0 Welcome Latest Added Tools Latest Sold Tools

B8 Latest 10 Sold Tools

f you have any Question ,Prblem, Suggestion or Request Please feel free to Open a m
Seller417 Sold cpanel To Buyer15241, 2022-11-10 17-12:57
f you want to report an order | just go to m then click on Report #Order kd] button

Our Domains are Seller376 Sold cpanel To Buyer15241, 2022-11-10 16:54.33

odinshop.io || odin.pw || odinshop.se || odin.pm |[Tor Mirror odinshoyi3y5ciejn3klyggrmaSsySeidiremz353z6ucduigdicead onion

Please Save them!

TERMS OF SERVICE

Seller376 Sold cpanel To Buyer15241. 2022-11-10 16:53.27
Seller376 Sold cpanel To Buyer15241, 2022-11-10 165314

0s
‘et Invite Users Seller376 Sold cpanel To Buyeri5241, 2022-11-10 16:49:00

) Seller254 Sold cpanel To Buyer15241, 2022-11-10 16.48.38
https:/fodinshop.io/?referral=17796 - Total Bonus :- Total Referrals :- 0
Seller376 Sold cpanel To Buyer17786, 2022-11-10 16:45:15

Seller376 Sold cpanel To Buyer17786, 2022-11-10 1644113

B Our News

Latest Sellers Offers  Latest Buyers Requests

A Latest 10 Added Sellers Offers

Pictured: the Odin shop dashboard
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AK47

The AK47 shop was the least active shop we investigated and the most limited and
similar in functionality to the original Olux/Oxux shop, with a few hundred cPanels for sale
and very few other offerings.

B AK4A7 EBHosts - SSend - Bleads - &Business ~ &8 Accounts ~ ¥ Others ~ AQ- QTickets ~ & My Account ~

I cPancls (733 [ FTV< (0]
N leods (1] N SSH (0
I shells 35]

. ROPs 0]

. Mailers [139]

- Scripts (0]

I Tutorials [0

Hello (NI
If you have any Question Problem, Suggestion or Request Please feel free to I 1)
if you want to report an order., just go to (¥R then click on (IR button

Our Domains are AKA7.to - Please Save it!

© News [—p——
I sVTPs [242]
Bonus 10% on Deposits Starting from 50$ . Webmails (0]

2021/05/3005:25:10

Interested in becoming a Seller B at Ak47 Store ?
Reminder Dear Clients You Have 12 Hours To Report Any Issue For A Replacement - Refund

2021/05/30 04:07:38

Become a Seller & Seller RulesB

Available Payment Methods

@O0

Pictured: the AK47 shop dashboard
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V. Core Products Across the “Shops”

RDP Credentials

A core offering of nearly all the shops we investigated is Remote Desktop Protocol (RDP)
credentials for Windows Servers, hosted on Microsoft Azure, DigitalOcean, AWS, or
another cloud platform. These provide a remote Windows Desktop from which to
conduct attacks and are typically used as an additional layer of anonymity in order to
actually run the scripts used to send out mass-exploitation and credential stuffing
attacks, as well as to bulk-manage exploited sites using tools such as the F-Automatical
script. These provide key functionality and it is likely that many of the sellers on the shop
sites themselves are using these to compromise and manage their cPanel, webshell, and
leafmailer offerings.

Pricing appears to be in the $3.50 to $15 USD range, depending on the access level being
sold and the amount of RAM the server is provisioned with.

SHostsv  ®iSends~ [Jleadsv  :&:Accounts>  QOthers~ $0 QTickets > & My Account~

@ Country @ Windows Type &o Access &= Detected Hosting & Seller

ALL v AL v AL v ALL Bl Filter ¥

Country + Windows  * RAM + ACCESS ¢ USER® Detect Hosting # Seller * Price Addedon s By *
™ United States 2012 4GB Y B Fresh/ X X Speed/ XX X Clean Y€ 3 / JX XX Chrome Instaled X XE User s27* AWSEC2 seller25  $4.5  2022/11/1011:24:54 AM
== United States 2012 4GB T R Fresh/ JE 3 Speed/ € ¥ Clean J0€ 3% / 3% }X Chrome Instaled € 3€ User s4= AWSEC2 seller25  $4.5  2022/11/1011:24:48 AM Wiy
== United States 2012 4GB Xt ) Fresh/ 3% JoX Speed/ X€ XX Clean Jof K€ / Jot 3{ Chrome Instaled X € User s57"  AWSEC2 seller25  $4.5  2022/11/10 11:24:45 AM
™ United States 2012 4GB Y FEFresh/ X 3 Speed/ X% X Clean Y€ 3 / J% JX Chrome Instaled X XE User s57T AWSEC2 seller25  $4.5  2022/11/1011:24:34 AM
B United States 2012 4GB Rt JEFresh/ 3% 3% Speed/ 3 ¥ Clean 3 X% / 3o 3% Chrome Instaled 33t 3% User s4%*  AWSEC2 seller2s  $4.5  2022/11/1011:24:31AM
™ United States 2012 4GB Yot Y Fresh/ ¥ 3 Speed/ X£ JX Clean Yo X¥ / Y XX Chrome Instaled Xt X User 53" AWSEC2 seller25  $4.5  2022/11/1011:24:28 AM
= United States 2022 16 GB §Fresh/ & Speed/ § Clean &/ & Chrome Instaled & admin ad™™  Microsoft Azure Cloud seller28  $10  2022/11/10 08:46:07 AM W Buy
= United States 2022 16 GB ®Fresh/ & Speed/ @ Clean &/ &Chrome Instaled & admin ad***  Microsoft Azure Cloud seller28  $10  2022/11/10 08:45:02 AM
=" United States 2022 16 GB @Frest/ @ Speed/ @ Clean §/ §Chrome Instaled § admin ad*™*  Microsoft Azure Cloud seller28  $10  2022/11/10 08:43:54 AM
== United States 2022 16 GB @ Fresh/ & Speed/ @ Clean &/ Chrome Instaled § admin  ad™™  Microsoft Azure Cloud seller28  $10  2022/11/1008:43:01 AM
== United States 2022 16 GB B Fresh/ & Speed/ @ Clean &/ §Chrome Instaled § admin ad***  Microsoft Azure Cloud seller28  $10  2022/11/10 08:42:01AM
™ United States 2022 16 GB @Fresh/ § Speed/ @ Clean §/ §Chrome Instaled § admin ad™™  Microsoft Azure Cloud seller28  $10  2022/11/10 08:41:29 AM W Buy

Pictured: The Oxux marketplace’s RDP offerings
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cPanel Credentials

cPanel credentials that provide access to a hosting account that includes a domain and
webmail are another core product. These credentials effectively grant the buyer full
access to any websites hosted under the cPanel. All shops list the TLD, host, and hosting
country. Some shops also include the partial or full domain as well as SEO ranking
information, traffic to the site, and whether the domain is on a blocklist. We were unable
to determine whether any of the webshells or leafmailers for sale were on the same
domains as the cPanels, but this would be a trivial way for a seller to make additional
money off of a hacked site.

Pricing for cPanel Credentials appears to range from $2-$15 USD, with most offerings in
the $7-$10 USD range.

fAKA7 EBHosts - SuSend - Bleads ~ & Business ~ &2 Accounts ~ ¥ Others ~ AD- &QTickets ~ & My Account =

ScPanel Data

» Click on check button before buy any cPanel to know if it's work or not.

* There is 736 cPanels Available.

Country: Hosting: SSL: TLD: CMS: Type: Seller : DA:
All Countries v Al ~ A v All v Al Al All v
PA: Seo Filter:
Al v Default
Show 50 & entries Search:
Se Added Send
D Country Type Domain Hosting CMS Ip Blacklist 0 Source Technologies Seller Check Price © en DA PA Buy

Info on Test

©) 16753i22n5d o hitp  rjh*****es.ml Unified Layer N/A a.ﬂ'm’kf‘d Seller6 3.00 2:211)/22@032; 1 1
© 15912;:;2”"‘ o' http  jfinves™**"up.com Namecheap, Inc. Joomla E.uakcd bel\eu323@ 200 2?4‘12/5;;:; .;M 7 28
© 15745ii:”ea ittt erml U= e N/A M.ﬁ'a(ked FtAE son  0%10/2022 REESEM, 1 "
© 16626 @ Australia o http r243.sydLhosti*****et.au :?[::i?;VWHOlFQA\F N/A E.uuikcd Ssl\elllglm 5.00 05:37:43 pm 9 21
(l(}:nea afhittp  pacificgro™*al.com Cloudfiare, Inc. WordPress a.cracked seller32s [YEg 300 5??12/02‘;0;2“ Ll S =
© 15793;22“6‘1 Qhttps  tukai*==*ms.com PDR N/A M.u.uh‘ﬂ Seller321 400 ;i;g:/f;;zn °:'d 5 24

Pictured: The AK47 Marketplace's cPanel offerings

11:29:49 am
06/10/2022 S

Ei

=
©) 16991 __
Sta

EE.
H l i l E H
2 g 2 g 2
& & & & =
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Webshell Access

The WSO shell in particular has become something of a de facto standard for
maintaining persistent access on compromised sites, and provides file manager access
and remote code execution capability. Unlike RDPs and cPanels, these are almost always
“Cracked”. In many cases purchasing a “Webshell” simply provides the buyer the location
of the purchased webshell, though some variants are also password protected.

Pricing for webshells appears to range from $1-S6 USD.

SHostsv  ASendv  ®Webmailv  EleadsV  WAccountsV S Gifts (10 [Few &  Atome QTickts 2

RVER INFORMAT]

Detected Hosting

HostInfo v ountry v - . lexa Rank ¥ Source v SEO data + . eck v vice v Seller v eck Mail ¥ - Buy (Order) v

A Limsx - PHP 5.6 iz B 2 ublic : Check Mall Buy

A Linux - PHP 5.6 g i g c Check Mall Buy

A Linux - PHP 7.4.32 . S & 20 A fre Check Mal 0 3 Buy

A Linux - PHP 5.6 s I | -nYc NVA A Nar " pr———— I o
A Linux - PHP 5.6 > | o018 \A seoinfo IONOS SE 35 Check Mail 20 Buy

A Linux PHP 5.6 i Singapore > | o seomto | SeDddycom. 3 s v —

Pictured: Webshells for sale on the Hades Marketplace




Leafmailers and SMTP Accounts

Leafmailers are PHP scripts that run on a webserver and are typically used to send spam
or phishing messages and other mass mail. While the leafmailer script itself is legitimate
its presence on a site is a very strong indicator of compromise. Pricing for Leafmailers
was surprisingly variable, ranging from $1 to $55 USD, likely depending on the spam
reputation of the compromised site. Leafmailers are typically password protected, since
the test functionality frequently discloses the location of the script in the email headers.

“‘SMTP" access consists of credentials to SMTP email servers and are typically used to
send spam or phishing messages and other mass mail. These typically range from
$5-370 USD.

& Olux Shop osts+ EuSend~ [Bleadsv @& Othersv

Filter ./ Edit email

#1D Country Detected Hosting Seller
ALL v ALL v Filter ¥

D~ Country Detect Hosting * Seller * Price *  Addedon * Test To: | 1 Buy *
11047  @lChina China Internet Network Infor mation Center seller96 3$ 2022/09/26 12:56:36 AM EE=
9376 ™EUnited States GoDaddy.com, LLC seller01 13 2022/09/02 04:48:49 PM EEa
12740  ™EUnited States GoDaddy.com, LLC seller204 7% 2022/11/0105:41:22 PM m
11716 WM Germany Contabo GmbH sellerddd 3% 2022/10/04 05:48:44 PM EExa
11955 ™= indonesia Alibaba.com Singapore E-Commerce Private Limited seller96 43 2022/10/09 10:51:05PM [ 500 |
11119 W@Germany Contabo GmbH seller96 35 2022/09/26 01:06:59 AM [ A 5end |
12764 ™ United States GoDaddy.com, LLC seller204 7% 2022/11/0105:47:36 PM [ 5ena |
12555  ME United States Unified Layer seller96 43 2022/10/27 11:30:06 PM EE=
12288 ™ United States WEBSITEWELCOMECOM seller889 6% 2022/10/12 08:59:02 PM [ send |
3828 B Jnjted States A2 Hosting, Inc. seller01 1% 2022/09/01 07:40:59 PM EEa
9331 £ United Kingdom DigitalOcean, LLC seller01 1$ 2022/09/02 04:45:12 PM m
10366 ™ United States GoDaddy.com, LLC seller96 6% 2022/09/17 11:07:38 PM [ A5end |
11685 ™= indonesia pemerintah Kabupaten Boyolall seller96 43 2022/10/05 01:53:22 AM EEa Weuy
11856 B BFrance GD MASS Network seller96 a5 2022/10/05 01:49:45 AM EEx
11165 ™ United States Namecheap, Inc. seller101 a3 2022/09/26 03:12:26 PM m
8255  mmNetherlands Host Europe GmbH seller01 5% 2022/09/0101:54:02 PM EE=
10335 ™= United States Jumpline Inc seller96 6% 2022/09/17 11:00:39 PM EEA
10968 ™= indonesia PT. Raja Sepadan Abadi seller96 3% 2022/09/23 12:38:43 AM m
6564 ™ United States GoDaddy.com, LLC seller01 35% 2022/08/1106:18:53 PM [ A5end |
12908 ™= United States GoDaddy.com, LLC seller101 43 2022/11/03 06:52:14PM
3561 B nited States Unified Layer seller01 3% 2022/06/13 11:15:27 AM [ 5end |

Pictured: Olux shop's Leafmailer offerings. The send verification functionality is visible in this image.
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Webmail accounts

“Webmail accounts” are credentials to individual webmail accounts, and are typically
intended to facilitate spear phishing, social engineering, and identity theft rather than
mass mailing. Some shops broke webmail accounts out into a separate category while
others categorized them under email sending or “premium” accounts, which also
frequently included accounts to various online gaming and dating services.

In many cases shops will indicate the domain the account is associated with, as well as
the email provider. Price varies wildly depending on provider and associated domain,
typically between $2 and $50 USD, though accounts with additional identifiers or
administrative roles might fetch $125 or more.
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Pictured: GoDaddy Webmail accounts for sale on the Odin shop
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Office 365 and GoDaddy webmail accounts are common, and we noticed email
addresses at a number of educational and international government subdomains for sale.

Send ¥

Webmail %

< Senices ¥

ORequesis

@ 0Office365 Webmail

« Webmail is used for Social enginesring hacked, its not used for mass send

« By clicking in Test Send button an email will be sent fram the Ofice365 Webmail to
« There is 21021 Offica365 Webmail Available

Top Sellers In This Section

p Seller D - 30 & SellerID - 1 % SellerD: 11
77 tem 25 ftem 15 Item
10: Hosting; Website: Niche: Country: Seller: Source: Price Min: Price Max
Al Al - Select Seller Al v $ Min m
D Country Source Website Hosting Type Niche Seller Price Check Added On Buy
648 [ RS @ Cracked gorsa HiA Ofice365 Webmail Other sollert 318 20220318 18:39:47 m
35701 [ - LS @ Cracked govph NIA Ofice365 Webmail Other seller! 510 2022-07-16 09.06:05
34288 B vix @ Cracked govph A Office365 Webmail Other seller32 56 2022-09-22 08:54:55 m
36776 B vix @ Cracked gov.ph NiA Ofiice365 Webmail Other seller! $10 2022-07-16 11:11:04 m
87579 B vix @ Cracked govph NIA Office365 Webmail Other seller32 56 2022-09-30 13:39:09
44387 B vix @ Cracked gov.ph NiA Office365 Webmail Other sellert $10 202207-26 01:38:48

Pictured: Office365 accounts for sale on the Omgo shop
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Leads and Combo Lists

“Leads” are large lists of email addresses and typically are sold either as standalone email
addresses or as “‘combo’ lists. Standalone email lists are intended for spam, phishing, or
even traditional marketing purposes, while “‘combo” lists consist of full sets of leaked
credentials to various services. Combo lists are frequently used for the credential stuffing
“brute force” attacks blocked by the Wordfence plugin, as attackers are fully aware that
most users reuse their passwords and that one set of credentials can grant access to
multiple accounts.

Email-only lists are relatively inexpensive and tend to range from $7-$20 USD, while
‘combo’ lists tend to start at $13 and up, with many larger lists in the S50 price range.

¥ Omgo B Hosts ¥ Sendv  Hleads ¥ Webmall ¥ &t Accounts ¥ < Services ¥ @ Requests o+ Reports & Tickets

B Leads - Combo Email:Password

« We Have Fresh Leads for Diffrents Countries { You Can Use it for Spam ).
« Our Leads Guarante for you Good results because most of them are from Shops and Big Sites.
« Combo use for cracking (Brute foreing attack) not use for login to email

« There 15 185 Combo Email-Password Available:

Top Sellers In This Section

W Seller D1 4 Sellerip : 13 1 seller D
31 ltem 18 ltem ftem
Description: Provider: Country: Seller: Password: Price Min: Price Max:

D Country Description Provider Password Email N

Price Seller Added On =

uy

71646 EEUS MIX UHQ FRESH COMBO(EMAIL-PASS) FOR VPN STREAM GAMING Pp DATING LEARNING ETC Yahoo Hotmail ®ves 1.0M 525 sellert3  2022.00-00 12:44:22
71637 fEFR MIX UHQ FRESH COMBO FOR VPN STREAM GAMING STREAM Fp DATING LEARNING ETC MIX ®ves 515.0K sampic |G sellertd  2022-09-00 124115

71635 gy RU MIX UHQ FRESH COMBO FOR VPN STREAM GAMING STREAM Pp DATING LEARNING ETC...... MIX @ ves 600.0K sampie IS seller!3  2022-09-09 12:38:52

71632 [l M MIX UHQ FRESH COMBO FOR VPN STREAM GAMING STREAM Pp DATING LEARNING ETC MIX @ ves 820.0K sampie (R3S selert3  2022-09-09 12:35'56

71631 =GB MIX UHQ FRESH COMBO FOR VPN STREAM GAMING STREAM Pp DATING LEARNING ETC MIX @ ves 525 0K $13 selert3 20220900 123252

61254 [l vix MIX UHQ FRESH COMBO FOR Pp STREAM GAMING DATING PS XBOX ETC. MIX @ ves 675.0K $15 selertd  2022-08-26 10:17:03

Sampl
71634 | JFR MIX FRESH UHQ COMBO FOR CRACKING ALL PAID ACCOUNTS(GOOD RESULT) MIX ®ves 660 m 316 selert3  2022-09-00 12:37:43

Pictured: Combo lists for sale on the Omgo shop
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Scripts and Scam Pages

Most sites also allow sellers to offer exploitation scripts, post-exploitation “checker” and
‘config” scripts, and “scam pages” (phishing toolkits and email templates) for sale.

The scam page offerings typically include screenshots to show how closely they match

up-to-date versions of the service they are imitating and tend to range from $25-S100.

# OluxShop  EHosts~

Filter
Country

ALL

Country +

®E United States
& Turkey

™ United States
= United States
== United States
== | Jnited States
== United States
= Spain

== United States
= United States
B B France, French Republic
= spain

== United States

™E United States

SsSend> Bleadsv &Others~

Description Seller

Description +

4 Chase New Fud page Undetected Full Details 2022 + Https:/prnt.sc/nNICKXooL2-7
TURKISH GOVERNMENT SCAMPAGE PRIV3!

APPLE CZECH SCAMPAGE 2022 UNDETECTED

Korea Webmail Private Scampage 2K22 Undetected And Clean!

4> USPS2022 New Scampage Undetactable - Telegram R + https://imgur.com/a/tMIhnmm

Method Cashing out PP and CVV

APPLE LETTERINBOX

@ Unicredit FULL FUD INFO New 2022 - Updated Anti + https:/imgur.com/a/KLsvW3z

ONYX | INVEST 30 AND MAKE 30008 PRIVATE TUTORIAL

+ PAYPALUS 1.8 Letter Inbox To All 2022 [ + https://prnt.s:

vajHiYyVou

4 La Banque Postale Full Info 2022 True CC Valid + Https://prot sc/KyUVZNMF_ECH

ge 2020 Correos Scam Page 2020 wi th SMS https://prat.se/10nhwda

Netflix Scam 2022 undetected Srong AntiBot Email+pass/ Bling/ccv/3d to make this ArtProof-hitps://prat.sc/21qé1i7https: /prt.sc/21q63tghttps:/prt.sc/21q65qt

LCL SCAMPAGE CLEAN

Pictured: the Olux Marketplace Scripts offerings.
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& C ] /wp-admin/setup-config.php?step=1

s
)42
&

Below you should enter your database connection details. I you're not sure about these, contact your host.

Database Name wordpress
Username username
Password password

Database Host localhost

Table Prefix wp_

The name of the database you want to use
with WordPress.

Your database username.

Your database password.

You should be able to get this infa from your
web host, if localhost doesn't work.

If you want to run multiple WordPress
installations in a single database, change this.

Pictured: A fake WordPress installation ‘scampage” designed to harvest database credentials by

replacing the legitimate setup-config.php file.
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V. Takeaways

Customer Base

The vast majority of these products and services are geared towards relatively unskilled
actors taking advantage of known weaknesses, especially human error. That is, the
individuals using these services and purchasing hacked accounts are frequently not
writing exploits themselves and are relying primarily on mistakes such as credential reuse
and victims falling for phishing scams.

Additionally, most of the goods and services for sale on these sites are instrumental
rather than terminal - they're being sold to attackers hoping to use them as tools to turn a
profit with extra steps. The vendors on these platforms are, effectively, selling stolen
pickaxes during a gold rush. Individual hacked websites and even RDP servers are
generally not worth very much, so most attackers will not expend extraordinary effort to
gain or maintain access to a given service beyond the functionality provided by the tools
they use. This is also why “hacking back” against an attacker is a futile tactic.

The actual techniques vary: some shop customers might use RDPs to perform credential
stuffing or web application exploits in the hopes of taking over sites for resale on the very
same marketplaces. Others might be engaging in low-effort, low-reward enterprises such
as SEO and email spam. The shops do have offerings, such as combolists and individual
webmail accounts, that can be useful to attackers taking part in riskier businesses, such
as social engineering, carding, and identity theft, but with the exception of Olux shop, do
not appear to sell credit cards or other information that might make them a priority target
for law enforcement.

Highly skilled attackers do exist and almost certainly purchase products from shops to
aid in their goals, but there are far more profitable ways for a skilled attacker to monetize
their capabilities than selling access to commodity hosting and email accounts, such as
ransomware or “priv8”(non-public, frequently zero-day) exploits.

Preventative Measures

In almost all cases, following security best practices such as using strong unique
passwords and 2-factor authentication for every online account, including cPanel
accounts, using a Web Application Firewall that blocks against known exploits, ensuring
all software remains up to date, and being wary of social engineering attempts is enough
to prevent a website from ending up on one of these marketplaces.



Appendix

Shop domains

Olux

Olux[.]Jcz
Olux[.]Jso
Olux[.]Jws

Oxux/Knockoff Olux Shops (not exhaustive)

Oluxs[.]shop
Olux[.]store
Oxux[.Jto

Hades

Hadesmarket[]Jto
Hadeshopl.Jin
Hadeshop[.]Jcc
Hadeshopl.Jtop

Omgo

Omgol Jio
Omgol[.Jpro
Omgol[.Jpw

Odin
Odinshopl Jio
Odin[.Jpw
Odinshopl[.]se
Odin[.Jpm

AK47
AK47[ Jto
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